COMMUNICATION FAILURES 


With Speaker Notes — Tom Cox VE6TOX 


¢ This presentation may be reproduced and/or 
quoted as long as “Tom Cox VE6TOX and 
Communications Academy 
(commacademy.org)’ are both cited. 


PERCEPTION 


¢ Two cars backing out at the shopping centre 
nearly collide... 


“Communications Fall” 
“Always" 


¢ Often a general overview summarized by 
“there were communications failures” but no 
detail. 


¢ “Communications failed” means nothing 
¢ “Comms Failed” is a communications failure! 


¢ Debriefing reports omit many of the human 
ones — embarrassment 


HOW MANY WAYS? 


¢ How many ways do you think? 

¢ It could be dozens, hundreds or thousands... 
¢ If we don't know, how can we fix it? 

¢ If we don't know, how do we watch for it? 


¢ If we don't understand, we will fall into the 
same traps. 


ALL ARE OF ONE TYPE 


¢ All communications failures are human 
failures. 


¢ Except for one...(later) 

¢ Pole snapped by hurricane? 

¢ Should have used stronger pole! 

¢ Location wrong? Should have checked! 
¢ Wrong decision? Human failure! 


¢ Human failures may also be deliberate 
versus accidental. 


QUICK DEFINITIONS 


¢ Mode: A method to communicate — often 
technology 
¢ Information: The content or message 


¢ Communications: The transfer of information by 
amode. May be one way (AM radio) but usually 
refers to two-way (talk back phone in show). 


¢ Chair/Radio or Chair/Computer Interface: 
The human component 


¢ How many modes can you think of? 

¢ Radio — amateur, CB, AM/FM, Satellite, FRS 
¢ Television — cable, satellite, CCTV, amateur 
¢ Internet — email, Skype, Facebook, twitter 

¢ Sign Language, informal gestures 

¢ Smoke signals, Morse signals, whistles 

¢ Handwritten signs, handwritten symbols 

° Voice - Talking 


INFORMATION 


¢ The content. 


¢ Generally a sentence or a list, but may 
include symbols 


¢ Skull and crossbones — is there a message? 
° "SOS" — agreed meaning 


¢ EMT — what do you think it means? Multiple 
meaning to same piece of information 


CHAIR RADIO INTERFACE 


¢ Could be a chair/computer interface 


¢ Also known as a ‘Receiver Set” failure 
because we only have two ears and one brain. 
¢ Multiple locations of failure: the originator, the 


operator, the receiver and/or the mode 
designer, etc. 


¢ Now I'll use “Human Error’ 


FOUR MAJOR CATEGORIES 


1. Mode Failure — includes technology failures 
2. Information Failure 
3. Human Failure 
- human and technology/mode failure 
- human and information failure 
- humans being humans 
4. Other Failure — the one exception 


ALBERTA 
RY EuERoEncy 
ALERT 


° www.emergencyalert.alberta.ca 


¢ htto://www.emeragencyalert.alberta.ca/alerts/ 
2011/07/225.html example 


¢ Archive of all alerts issued in Alberta since 
summer of 2011. 


PUBLIC WARNING 


¢ Trivial comm failures can become life- 


threatening. The ones you laugh about 
today... 


¢ Choice of mode, choice of information, spelling 
errors, how often — all becomes critical 


¢ No time to word-smith, but one small error has 
major ramifications 


YESTERDAY'S TORNADO 


¢ “We had no warning!” 

¢ Warned two days ago. 

¢ Sirens failed — destroyed? 

¢ Sirens failed — not used? 

¢ Sirens failed — not heard? 

¢ “Not in the centre of the polygon” 
¢ People die when we get it wrong. 


MODE FAILURES - EXAMPLES 


A 


2. 
CF 


4. 
. Message garbled — AEA voice, speakers, 
. Cannot connect to another mode — BBM, 


O1 


Destroyed (by incident -nature, by-product, 
targeted, human accident) 


Impaired by incident - Titanic 

Impaired by nature/environment - Slave 
Lake HF, fire radios in WTC 

Impaired by humans — deliberate 


encryption, E-Comm & AR, Safeway 
robbery 911 


MODE FAILURES - EXAMPLES 


7. Doesn't reach desired location — staging, ICP, 
locked room 


8. Does not reach desired person — emergency 
manager moving from location to location 


9. Too slow — formal messaging 


10. Finicky — loose antenna connector, Satellite 
phones in hospitals L/R 


11. Only one person can use mode - AR 


MODE FAILURES - EXAMPLES 


12. Too many people using mode at once - 911 
13.People on different frequencies 


14.Mode does not have range required — Titanic, 
hand-held 


15.Cost too high 
16.No power — due to incident/power failure 


17.No power — batteries died due to use, not 
charged 


ANFORMATION FAILURES 


“We live up in the foothills and we just got home and 
looks like there's a fire right at the foot of Cathedral 
Spires," Lucas said in a 911 tape from March 26 that was 
released by the Jefferson County Sheriff's office 
Tuesday. 


The dispatcher interrupted him. 

“That is a controlled burn. The [Colorado State] Forest 
Service is out there on scene with that." 

Lucas was bewildered. “Yeah, we got /9-mile-an-hour 
winds up here and they got a controlled burn?” 

The dispatcher said yes. 

Exasperated, Lucas responded, "Oh wonderful. Thank 
you." 

Linda Lucas’ body was found outside their charred home 
that evening. Sam Lucas’ body was discovered the next 
day. 


INFORMATION FAILURES 


18.Information wrong — Denver controlled burn, 
Columbine radio, Fort McMurray drowning, 
Queensland Police #mythbuster 


19.Not provided — deliberate 
20.Not provided — accidental, Airdrie EOC/site 
21.Incomplete — Australian Fire headlights 


22. Too much information — too long to send, 
too long to understand 


INFORMATION FAILURES 


23.Information becomes wrong — Australia fire 
naming/warning 


24.Importance not recognized - priority 
29.Importance wrong — priority 
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INFORMATION CYCLE 


¢ “Logging the information is not the same as 
displaying the information” 


¢ Capture (logging) does not make information 
useful. 


¢ Gathered, assembled, analyzed, decided, 
displayed, communicated 


¢ Wrong analysis — Virginia Tech 


INFORMATION CYCLE 


Failure to capture renders the information 
unusable. Crossfield, Airdrie debriefing, 4 am 
ideas 

Scribes, personal logs, master logs, tapes, net 
control logs, sticky notes 

Two types of scribes: writer and the organizer 
Capture alone doesnt make the information 
usable — tape recorder still recording, can't listen... 


ONE EXCEPTION 


Time 
Communications requires humans to go through 


the information cycle: gather, assemble, analyze, 
decide, display/communicate 


some incidents happen too fast for the cycle to 
occur. 


That is not a mode, information, or human failure. 


Mode, information, human failures may compound 
the time crunch 


¢ Along with the lack of information (Sscope/comms 
fail), disasters have TOO MUCH information 
(convergence, situation changing, coordination 
issues) 


¢ Inability to distinguish who needs what results in 
over-sending, comms failures result in re-sending 
or multiple paths. 

¢ With too much information comes a failure of the 
information cycle. 


¢ You can't slow it down. 


HUMAN/MODE 


¢ Mode working and information correct 


21.Forgot to use — AR and phones, E-Comm 
radio turned off 


22.Won't use —AR and FRS 
23.Not trained to use mode 
24.Skills fade — Morse, Smart Board 


25.Didn't operate mode — power off, volume 
down, wrong frequency 


HUMAN/MODE 


26.Chose wrong mode — over-reliance on cell 
phones London bombing 

2/.Mode rendered inoperable — cell phone in 
pocket, volume down in theatre 

28.Mode rendered inoperable — cell phone 
jammer in Australia/theatres 


29.Room not configured — MESA, London 
Ambulance 


HUMAN/INFORMATION 


30. 
o4, 
32. 


ao: 


34. 


Ignored message — public warnings 
Didn't understand message — watch/warning 


Didn't believe message — Cypress RCMP, 
Edmonton Tornado News, spelling mistakes, not 
a credible source 

What you said isn't what | heard — De Gaulle, 
Slave Lake SRD/RCMP barricade 


Missing context — Water and PowerBars 


HUMAN/INFORMATION 


35. 
36. 
ots 
38. 
oo 
AO. 


Legal Bar — notification of relatives, minors, 
information protection 


Refuse to act — failure to decide, head-in-sand, 
war on drugs/wind power 


Failure to pass information — Fort McMurray raft 
drownings, Sundre tornado, YouTube 


Loss of situational awareness — fixation, EOC 
situation update 


Failure to seek information — scope not known, 
05/05/05 wind change 


Changing information — reception centre list. 


EMERGENCY WARNING 


SMALL FAILURES 


¢ In day-to-day life we have some many 
communications failures that we don't even 
think about them. We deal with them 
without even noticing that communications 
failed. 


¢ You cant reach someone, you call them back. 


¢ Why were people's lives put at risk with this 
warning message: 


16 Sep 2011 03:24 AM 


- The ACT Fire Brigade 
responding to chemical 
insadent in Mitchell. 
Resadents of Franklin, 
Crace, Harrison, Watson, 
Downer, Kaleen, 
Lyneham, Hackett stay 
indoors. 


EMERGENCY WARNING 


The small, innocuous communications failures that 
we ignore or deal with in daily living become 
critical, life-threatening, and border on gross- 
negligence i in emergency warnings. 


Every one of the communications failures listed 
above happens trying to get emergency warnings 
to the public. 


With emergency warnings, the smallest error has 
life-threatening consequences. 


Even in emergency response, communications 


errors are rife, but with warnings, the situation ts 
magnified. 


¢ Slave Lake — the warning message didnt get 
out because the radio station burned down. 


¢ Woodward Tornado — lightning hit the tornado 
siren system. 


¢ Lethbridge grass fire — people didn't 
evacuate because the message didn't tell 
them where to go 


¢ Weather Watches and Weather Warnings 
¢ Warning Fatigue 


What can and should we learn from looking at 
the types of communications failures listed’? 


¢ “Every solution to a communication failure is 
likely, and almost certain, to lead to another 
communications failure” 


¢ Too many people on one frequency — add 
more frequencies 


¢ More frequencies increases failure of missing 
key information on the other frequency. 


Information coming too fast to analyze/ 
comprehend. Cut it down to essential 
information or slow it down. 


Didn't share information once put through the 
information cycle, didnt recognize some 
information was essential or key information 
arrived too late. 


¢ Not sure who needs information — send it to 
everyone to decide for themselves. 

¢ Too much information from the 241 
organizations or mode becomes clogged. 


¢ Site not sending information to EOC. Send 
someone to provide information. 


¢ Conflicting information from site 


¢ Room too noisy, put on headset 
¢ Missed information from room 


¢ One ear headset — best of both worlds can be 
worst of both worlds... 


¢ Apolitician wants to know what is going on at 
the site to avoid getting blindsided, looking 
unresponsive to the community, or being 
unprepared for the press. 


¢ What do you give them? 


¢ Every organization wants to put their “take” 
on the message and alters it rather than 
simply repeating the provided information. 


¢ Last, but not least of the presentations. 


¢ Every presentation and display covered 
some aspect of communications. 


¢ By implication, everything this weekend was 
about communications failure. 


¢ The deaths in Oklahoma yesterday remind us 
of how important this topic is. 


KEY POINTS 


¢ Communications will always fail 

e There are over 40 types of failure (total list to come) 
¢ Three broad categories: mode, info, human 

¢ Time is the one we can't control 

¢ We have constant daily failures, but ignore them 


° In emergency warnings, small daily failures have huge implications 
and will arise 


¢ Every solution to communications failures will invariably result in 
another communications failure. 


¢ Communications solutions can only be incremental and must 
weigh ns failure to be solved with the other failures that will be 
created. 


¢ The information cycle, the human processing of what we hear and 
what we do with it, is a key component of communications failures 


¢ The capture of information is not the display of information 
¢ People gather where there is information 


END ON A HAPPY NOTE... 


¢ Thorhild State of Local Emergency 


¢ To all the presenters 


¢ To Communications Academy and the organizing 
committee 


¢ To you - for coming, staying, listening, your feedback 


THANK YOU! 


